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—SEC fi£L_ 
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WO 65-5284 
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Special Agents of the FBI on, 
•positively identified the individual kno wnf 

] asL 


"l Washington, D. C 


1 Special Agents of the FBI observe^ 


_0i£ 


1 


] 


enter Gusti’s Restaurant at about G;QU P. If. and aubrogi- 


matelv the si 


time 


same 

1 After approximately one hour 
a Dove restaurant, entered his 1951 


bearing nisttr-i et of Gtoliimbia linens 


)ia 

dire ctly td 
hour 
with 



MTES5 

ge convertible 
and drove 


After approximately one 
Ldeparted from his residence in the above car 


and after stopping to make a purchas e at a 


department store pr oceeded to visit[ 


The apartment door contained the name 


] 


The "Diplomatic hist” published by the United 
States Department of State for August, 1956, reflec ts that 

resides 
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A gents of the FBI al[ 


ha y been -previously i dentified by Special 

an alien vho is on 


Baltimore, liar yl and. 


- G - 






TifD £5-5284 



bl 


A physical cheek of the 1700 block of IT Street, 
H. T A» , reflects the only eating iilace or restaurant on 


the south sl3o of the street is 

Ssstoorsat, 1320 n street, ;i. •: 

is Icefctcd at 17tI2 IT street, ik 


? £ - : :gad 3 «si Itali an if ood 


bo 

b7C 


l. ♦ 


iWUi^IOp 


(S) 



Airlines: re^c- t'VsX 1 Li'- T^Ti J 

gesay gatio.^ vore ;vA«ie £*--r 'Uf* sis* .to* ^ v 
L &>r tr^.r-kjx to ,' x iai>£. TJLoriUS, 

Nation al ^ia-iJtsss, tl-.e ta&wi Ij ho ssxle on 
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(S) 


Information was furnish ed oa l J 

by Confidential lafonaant 1-#, who has furnish ed reliable 
.informal:-? on 1w ±hB raffi. reflecting- that, a.-mraiirl .— , 


b6 

b7C 

b7D 


An investigation seas conducted by the ?3l pursuant 
to Executive Order )Q45Q {Loyalty of Government Employees) in 


1952 concerning one 


t 


1 


Information contained 


on a Request for Loyalty Dat a reflected she was bom 


land yas m arr 
J lat f 


aontioond-forM. 
at the 


•SAE 


X 


I Massachuset ts « as . 

L who was born 
| Maryland. On the abova 


ind icated that she had bee n employed 
frow l I During 


the inves t i&atlog i t was determined that one of the references 
listed by I 1 when she v tk& an annHont for fh*» 

ffgpartiaeat af Arav in 1952 waa 
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ADMINISTRATIVE BATA 


(S) 

(S) 


The i rienti t.i es pf the Special Agents who identified 

ad d the identities o f the Special 

I I on 8/29 and 

Sub B. 


Agents observing activity on 
9/12/56 and can be found in WBO File 105-18543 
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P. CARR and 


MAI 


SA MALCOLM 
P. CARR and 
SAl I 


SA 


65-5284 
Serial 2502 


65-5284 
Serials 2012 
and 2524 


105-18543 


Referral /Consult 
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Careful consideration has been given to each 
source concealed and T symbols were utilized in the report 
only in those instances where the identities of the sources 
must be concealed* 
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LSAPS 

ATLANTA, 3ALTIS0ES, CHICAGO, NSW *03£, AND LOS ANGELES 
divisions (K^nii&Tioa) 

A copy of instant report is being furnisbed to 
mrti« rt-f -fit a i »^tt* nuc -?-m »f i$w of their interest in 


yAsnixGxogf sam? office 

AT SA3HI50TOK, a. C. 


4., Will follow unci report yasiiltfi of the next 
gr*h a r>tti tt rf Mwe ting be twee a 


2 , Will repor t information being furnished by 


fiSFSRBHCg 

report of SA MALCOLM r, CASE dated S/20/5G* 
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OPTIONAL FORM NO. 10 
MAY 1962 EDITION 


_ « 

GSA FPMK Ul CFX) 101-11.6 

UNITED STATES G®JERNMENT 


TO 


/ FROM 


Memorandum 

DIRECTOR, FBI (105-19581) 

C SAC, SAN FRANCISCO (105-7780) (RUC) 

!lV> 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12-29-2011 BY 60322/UC/LRP/PLJ/ETG 


date: 10/14/6 8 


subject: 


-TECHNICAL SURVEILLANCE 
COUNTER-MEASURES COMMITTEE 
LIAISON MATTER 
00: BUREAU 


*=> .. 

•5 

A 


CTj ^ 

OO j ( 


Enclosed for the Bureau are six (6) copies of an 
' LHM dated and captioned as above. 

j J l-\ San Francisco indices contain r><-» i n £nxzna±j. that 

’ could be determined to be i rlpnti pal hi -Khl 


SWITZERLAND. 


o 

o 


b6 

b7C 


The attached is being furnished for information. 


/ 

. n i 


N#' 


<i2 - Bureau (Ends. 6')(RM) 
1 - San Francisco 
JTK/dp 
(3) 


ifcG 3$ 


/.<• 
H . 


, . w 


f rr **i •* V v s 

i «*• ! i i * 



y 



In Reply, Please Refer to 
FUeNo. 




'tj 'S 

ft A 



UNITE1> states depart 


FEDERAL BUREAU OF INVESTIGATION 

San Francisco, California 


CE 


October 14, 1968 


TECHNICAL SURVEILLANCE 
COUNTER-MEASURES COMMITTEE 


| Fargo Company. nfi? Krvant street:, 

San Francisco, California, on| [ advised that 

he i sy^n receipt of an air mail letter dated I 

7 



The letter was typewritten and in English and signed 


further advised that he does not intend 


to acknowledge rnis communication. 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12-29-2011 BY 60322/UC/LRP/PLJ/ETG 


This document contains neither recommendations nor conclusions 
of the FBI. It is the property of the FBI and is loaned to 
your agency; it and its contents are not to be distributed 
outside your agency. 
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OPTIONAL FORM NO. 10 
MAT 1962 EDITION 


$SA FPMR 141 CFX) 101 -£1.6 

UNITED STATES GOV^STMENT 

Memorandum 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12-29-2011 BY 60322/UC/LRP/PL J/ETG 


TO 


DIRECTOR , FBI (105-19581) 


date: 


11 / 20/68 


FROM 


subject.: 


fW 


SAC, SAN FRANCISCO (105-7780 ) CRUC) 

Technical surveillance 

COUNTER-MEASURES COMMITTEE 
LIAISON MATTER 
00 : Bureau 






Enclosed for the Bureau are six copies of an LHM 
dated and captioned as above. 

San Francisco indices contain no informatio n that 
could be determined to be identical with 
FUER HANDELS UND INDUSTRIE UNTERNEHMUNGEM 
Switzerland. 


f= 


ANSTALT 
7 515 Malo;j a. 


o 



The attached is being furnished for information. 

'i^4 




V 

b6 

b7C 






\ 


C<J>. - Bureau (Encis,; 6)(RM) 
1 - San Franc isuo 
JTK/cab 

(3) ' • 









5010 - 108-02 


--GDEC4 _ 

Buy U. Sr Wakings Bonds Bjsgularly on the Bay roll Savings Blan 




In Reply, Please Refer to 
File No. 


* t 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
San Francisco , California 
November 20, 1968 


TECHNICAL SURVEILLANCE 
COUNTER-MEASURES COMMITTEE 


^ 

| | Fargo Company, 1162 Bryant Street, 

San Francisco, California', on Nove mber 18, 1968 , adv ised that 
he is-<Ln receipt of a letter datedl 1 from 

| Switzerland ♦ 


b6 

b7C 


The letter, typewritten and in English... .related the 
writer w as interes ted ini L 


further advised that he does not intend 
to acknowledge this communication. 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12-29-2011 BY 60322/UC/LRP/PLJ/ETG 


This document contains neither recommendations nor conclusions of 
the FBI . It is the property of the FBI and is loaned to your 
agency; it and its contents are not to be distributed outside 
your agency. /j y ^ /.y\ 'y J 

'•'18ISSS. 
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MAY 1062 EDITION 
GSA.FPMR (41 CFR) 101-11.8 


^^TfTED STATES GOVERNMENT 

T emorandum 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 02-10-2011 BY 60322/UC/LRP/PLJ/ETG 


cAv 

/ 

•». 


to T : 

DIRECTOR, FBI (105-19581) 
ATTN: LIAISON SECTION 

date: 

FROM : 

n SAC, SAN FRANCISCO (105-7780) 



% 


subject: 

..TECHNICAL SURVEILLANCE 



3/12/69 




CQ1MTER=MEA SURES COMMITTEE 
LIAISON MATTER 

00: BUREAU 


Re San Francisco letter and LHM dated 1/23/69. 

Enclosed for the Bureau are six copies of an LHM 
dated and captioned as above. 


San Francisco indices contain 
could be determined to be identical with 
Engineer, Consulate General of Israel 
New York, New York;["" 

bn" 


in n 


Q inforTnatinn that 


East 70th 


Consulting 
Street, 

], Govern- 


ment of India. Bhab’ha Atomic Research Centre, Bombay, India; AL 

The United Traders, Manufac turer's Representp -^yffi 

tives, P.0. Box 4695, Beirut, Lebanon, and|^ 



’’CIA”, Industrial Security, Counterintelligence Agency 
Limited, Security Consultants, 131 High Street, Teddington, 
Middlesex, England. 

^ The attache4/fe»e being furnished for information. 

*3> — ^ jpT 

Bureau (Ends. (RM) 

1 - San Francisco 
JTK/cmp 
(3) 
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2 6 1969 Buy U.S. Savings Bonds Regularly on the Bay roll Savings Plan 


v ' ; /. ,V.^:; ; aLL IHFORHATION CONTAINED 
• 1 . ‘HEREIN IS UNCLASSIFIED 


•/> . V’’^* * ’s^>^I>ATE 02-09-2011 BY 60322/UC/LRP/PLJ/ETO' *: 

• ■ •■• wTTTvr,T^ri?T^ crrATrc. nr i) A : i)TMr.Tvr^p nr; TTfc'T'TrT? ‘ t • /’•V 


i ■; UNITED; STATE S -. D E P ART M $NT • O.E; J US.TI C E > ! I 

* -=-■ '•••■'. FEDERAL \BUREAU . O F I N V E S T I GAT 10 N .'. V' - ' ; / ; ,’-' r . ’ 

C?*'---!; v iV;- \ v s^-San-;^^n‘eisfe6 i' *• ' ' ;f ••. 

*0 .'•>. v< ■ • : ;, . • •• March; 12 V 1969 V-Z-v.: v; :' 

••v5 ; ^'4?> • ?r- ■■ "'v :*M£ •• ' •• TECH NI C AliSs UR VE I LI^NCE : r^; ■% ■ '* 'Vfe ''X&v' -•;/ ’ -’ 

ffrf; i-v:. v-vf •>; • •• -V -., COUNTER-MEAS URES. COMMITTEE .; ^ ^ • ': 


.• • fc.v l I Fargo v Company , Tl6 2 : Bryant" S tree t.y r- 

San Francisco , California , on February; 26y ;[i9;6.9V>adyised^ . V^? '.b6 -C? 
that he is . in receipt of,, the;^ following inquiries : , : s ;% 'f>.:' h7r !■ r ; 


receipt of . the^ f o 1 lowing inquiries 
Cl) Ay. letter '■ 


,b7C •; 

. v:vv:.: ; b7D _,4-> 


L 'signed . 

t Electronics Division. Bhabhai Atomic - : : 


“ Research . Centre Government ; ~0? India , yBOirbayy ;* India , stating 

V . 'the^i o 1 lowing -I;/-: ~'r r ' v ij •' ' ■. :r 



* * V. ,f • 


:>>/:the above letter 


I said that;.. he- does not intend ' tG acknowledge v : f ; . 

Pv’v '--y V : -i<: '»*• ,&l i \ ' •.! 

\ letter dated! signed ! t -? ^ 


(2 ) A letter dated | _ . 

Consulting Engineer, ; ^nsulate;Sene^T; of 


East . *Y r uth Streety New; York- 2 l ; « r N ew Y orkif reque sting all 
available, inf oijrnpif i nn . - rnVTiidlng 
Concerning the 


1 




the 


- T 


I sent a gerierel circular; ^ \ 

l v No de tax ied ,'te chni da 1| : ? ^ 

a + *i Ari r i e -ii « • +*Via n*i r»/Mi'Va , n • A -’- *• 


or price information : is contaihed.in the circular. 


describes the 


V. . . as providing ah •integrat : ed | andcompiete pasic countermea sure - 
. ; : Capability « ; - ,Tur.ther;i that] I iare ; 


••• 'designed to be used; by duly authorized security of f i cer s ; and 4 -> 


are . complete with ins t r uct ions on how to operate the. ^equipment ; 


’and conduct a countermeasure survey . 
this system retails for $5 y000;;_ 


Btem;retao^.^f«5r' ' ' 


This 1 document contains neitheh xfecommendations hor conclusions 
ofT the i; FBI. It. is. the property of the vFBl and is:3paned tc^your 
agency.}-' it end its contentsCare -hot to. be distributed : outside i."/.: 
youragencyv 


ft 
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EXEMPTED FROM AUTOMATIC 
DECLASSIFICATION 
AUTHORITY DERIVED FROM: 

FBI AUTOMATIC DECLASSIFICATION GUIDE 
EXEMPTION CODE 25X<1) 

DATE 02-09-2011 


Mr. Bayse 


5/8/86 


b6 

b7C 


(U) 

(U) 


(S) 

(S) 


TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM) MATTERS/ 
LEGAL ATTACHE (LEGATS) OFFICES BERN, BONN, LONDON, 
PARIS AND ROME/TRIP REPORT 


PURPOSE; 


SYNOPSIS: 


To report on the TSCM inspections of Legal Attache 
Offices Bern, Bonn, London, Paris and Rome. 


TSCM inspections were conducted of Legal Attache 
Offices Bern, Switzerland; Bonn, Germany; London, 
England; Paris, France and Rome, Italy. All TSCM inspections 
consisted of physical and electronic searches, radio frequency 
checks and physical and technical examinations of all telephones 
and telephone lines. No evidence of any eavesdropping was noted 
during these inspections, however, seve ral discrepanc ies were 
noted in Legat offices Paris and Rome. L I the P aris 


bl 


(U) 


Lecat Office has a common w all with the adjoining building i 

| | cleaning personnel are unescorted ^ in 

the Legat Office space, and the office needs Venetian blinds 
and/or draperies. Rome analyst support employee should be 
advised that the telephone lines may be monitored by the host 
country and that sensitive subjects or personal comments 
criticizing local government personnel should be avoided. The 
Bonn and Rome Legat Offices should be provided with AT & T Merlin 
electronic telephone systems with the Key Service Unit installed 
in office space controlled by the respective Legat Office. --£8$ 


Enclosures (3) 



1 - Mr. Clarke 
1 - Mr. Geer 
Attention; 

(Information only) 
Liaison Unit 

1 - 
1 j 

1 -1 1 


b-. 

Attention: 
1 - Mr. Monroe 
Attention: 
1 - Mr. Bayse 
1 - Mr. Evans 

Mr. Wells 
Mr. Stoops 

Attention: 

Mr. Wade 

cTa'i 


( 05 - 1 * 1581- 1 2 - 5 <{ 


ET/ (12) 


Memorandum from 
Re: TECHNICAL SURVEILLANCE /TRIP REPORT 


RECOMMENDATIONS : 1. That Operations Management Section, 

Telecommunications Unit, provide an AT & T 
Merlin system model 820, with seven PEC 9400 079 telephone 
sets and one model Z7305H02B telephone set for each Bonn and 
Rome Legat Offices. 



2. That a threat assessment, both physical and 
technical, be conducted at the Paris and Rome Legat Offices by 
expert personnel in both disciplines in order that inadequacies 
mentioned be corrected at the earliest time possible. 


3. That all cleaning personnel be escorted while in 
the Paris Legat Office space. £6^ 


4. That Venetian blinds and/or draperies be installed 
in the Paris Legat Off ice. 


5. That a closed circuit television be installed at 
the entrance to the Paris Legat Office 


SECRET — 


(U) 


Memorandum from 

Re: TECHNICAL SURVEILLANCE 


to Mr. Bayse 
1 . /TRIP REPORT 


that have been approved by the Intelligence Community for use 
in sensitive areas. These telephone units have been given a 
(UJ special designation by AT &T as follows:— 

1. PEC 9400 - 078 5 button 

2. PEC 9400 - 079 10 button 

3. PEC 9400 - 080 34 button (Has no lights on 

the last 20 buttons) 


However, it is recommended that one Merlin telephone 
model Z7305H02B, 34 button unit with lights on all buttons, be 
modified as the PEC 9400 - 080 and used in order that support 
personnel can determine when Agent personnel are on one of the 
telephone extensions or the outside telephone line. This 
telephone unit would have to be modified by AT & T in order to 
meet the technical security requirements , set by the Intelligence 
Com munity. Additiona l details on this can be obtained from 
. TT , SSAl I tCl b6 

(U) ' — L— ■ I ^^b7C Referral/Direct 


(U) 

(U) 


London: No discrepancies or evidence of eavesdropping 

was noted during the TSCM inspection. 


Engineering Section personnel installed an AT & T 
Merlin 820 telephone system that had been provided by the 
Telecommunications Unit. This system replaced rotary dial^| 
Western Electric 830 telephones* $8 3 b 7 . 


•Referral /Direct 


Paris: During the TSCM inspection at the Paris Legat 

Office space several discrepancies were noted and they are as 
follows — 02^ 


1. The Paris Legat Office is located on 


- 4 - 

-SEGftEF 


b7E 


• — SESREf • 

Memorandum from| |to Mr. Bayse v x 

Res TECHNICAL SURVEILLANCE . . . ./TRIP REPORT bl 

b6 

^ b7C 

building , ] 


H The office has an on-line KRl 

crypto system with a mechanical model 28 teletype. This teletype 
system is so loud when printing that it may be possible to pick 
up acoustical sounds from the adjoining building. (Office layout 
is enclosed) 

2. The cleaning personnel (French nationals) have full 
access to all areas of the office space with the exception of the 
vault area. They are not escorted by either Legat Office or 
U . S . Marine personn el ^ 

3. The office space does not have draperies or 

Venetian blinds, therefore, most office space is exposed to full 
view from adjoining apartments and other offices. Althougl^a 
windows have awnings, most of these awnings do not work b7c 
properly. Referral /Direct 


» 


(U) 




Memorandum from 

Re: TECHNICAL SURVEILLANCE 


to Mr. Bayse 
./TRIP REPORT (SO 


b6 

b7C 


4. The entrance to the Legat Office is controlled by a 
switch located on each desk, however, Legat Office personnel do 
not have means of knowing the identity of any person wanting 
access to the office space. Although this may be true of most 
other Legat Offices, the Paris Legat Office is located outside of 
the U.S. Embassy and it should have a closed circuit television 
so that office personnel can observe people wanting access to the 
(U) -- Legat Office. 

Rome : During the TSCM inspection of the Rome Legat 

W Office space, the following discrepancies were noted: 023 


(U> 


(U) 


1. The Key Service Unit for the multi-line telephones 
used in the Lega t Office was located outside of the office. 


X 


/blE 



3. While conducting the TSCM inspection, SSA 
overheard the Legat Office support analyst employee in tsxepiKrrrn: 
conversatio n with Ouantico personnel discussing a case which was 
investigated! I During the conversation, the 


support employee marip npoahw rem arks about the yav the 
investigation was conducted by the[_^ 


SSA 


f 


advised the support employee that such remarks should not be made 
of host country personnel as the telephone calls ma^ he monitored. 


Hie resp onse was very negative and stated that they l 

T had to be put in their place for their ineptness. £5^" 


In addition, the same support employee brought to 
the Legat Office a set of small Russian wooden dolls that were 
given to him by a Soviet "friend." These dolls were checked 
for electroni c devices and the check was negative. Since 
SSA I | does not know the relationship between the support 

employee and his "Russian friend" from the Russian Embassy or 
Mission in Rome, the support employee was advised that caution 
should be taken with gifts from his friend, especially if the 
gifts are brought to the Legat Office. 


6 


SESfr 


Memorandum from| 

Re: TECHNICAL SURVEILLANCE 


Ito Mr. Bayse 
. ./TRIP REPORT 


b6 

b7C 


(U) 


ahnvP information was brought to the attention of 

. . . | ^ 1 since during this time the 

Assistant Legat I , I ^ . onai ziffache was 

Legat Office was under inspection and the Legal Attache w 

out of town with the Inspector. £8} 

In view of the limited office space in the 
U. S. Embassy, Rome, and the possibility that attempts are 
being made to relocate the Legat Office, no et ^ on 0 f 

being made at this time and is being le f fc to the discretion or 
t-hP Tntelliaence Division. If Recommendation Number 2 is 
approved/select e^pe rsonnel to make the physical and technical 
threat assessments will make the necessary recommendations. 



<U) 


It should be noted that several 
voiced by most Legat personnel concerning the tel yp 
lack of any word processing equipment and their 

telephone systems. They were advised to exp nnprat i ons 
concerns to the Technical Services Division, Operation 

Management Section. 08^ 
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